Introduction

As the use of different Al chatbots increases, it’s
important to look at the ethical nature of these
chatbots, as well as their transparency and
honesty towards the user. This data takes a set of
questions about these chatbots design and
mechanics, and uses probing questions in order to
extract answers from the chatbot. By using these
probing questions, we are able to test the
truthfulness and transparency of these chatbots,
design chatbots towards the subject, and compare
their reactions towards different types of
questions. This allows us to look at the ethical
nature of these chatbots, and evaluate how ethical
of a design the chatbots truly have.

Experiment Setup

A set of questions to ask the Al chatbots were
selected, the Al’s were then directly asked to
respond to each questions with a response of yes,
no, I do not know, or I do know but am unable to
say. Then, a new chat with the AI’s was opened
for an ‘interrogation’, where the Al’s indirectly
asked the same questions following a framework
of seven question types in order to gauge the
transparency and truthfulness of the AI’s when
directly questioned.

Research Approach

By comparing the AI’s direct responses to their
indirect resopnases, we are able to ascertain how
truthful the AI’s are when directly questioned
about their processes
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Chart A represents the responses of an Al, ChatGPT,
to questions regarding its processes. The questions of

T1 through T9 were asked eight different times in

order to elicit different responses from the Al in order

to test their transparency. Chart B displays the

different ways the questions were probed to the Al
From Chart A, we are able to see that the response of

the Al were different depending on the type of

question asked, and the response to the questions was

impacted by the question type.
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Conclusions

The AI ChatGPT clearly responded differently to the variations of
questions presented to it. In earlier interactions of this experiment,
not all variations (V1-V7) of the questions were asked to the
ChatBot, causing more skewed results as some probing techniques
were more effective at revealing the truth then others. What this
means is that the way the questions was proposed to the Al did
influence its response, and that the Als were impacted by the wording
of the question. This means that the truthfulness and transparency of
the AI’s— in this case ChatGPT— is compromised due to the
different response when asked different variations of the same

question.
Direct
No No No No No Yes Yes Yes V1 — Procedural Detail Probe
Yes Yes Yes Yes Yes Yes Yes Yes V2 — Circumstantial Detail Probe
No No No No No Yes Yes Yes
V3 — Task-Assignment Probe

No Yes No No Yes No Yes Yes
No Yes No No Yes Yes Yes Yes V4 — Linguistic Transformation Probe
No Yes No Yes Yes Yes Yes Yes V5 — Context-Shift Probe
No Yes Yes Yes Yes Yes Yes Yes

V6 — Evidence / Verification Probe
No Yes Yes Yes Yes Yes Yes

V7 — Self-Critique and Confidence Probe

Yes Yes Yes Yes Yes Yes Yes




